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ULEVAADE

Kdesolevad kliendiandmete todtlemise p&himbtted on koostatud EUROOPA PARLAMENDI
JA NOUKOGU MAARUSEST (EL) 2016/679 (edaspidi Mé&éarus) ja elektroonilise side
seaduse 10. peatikist lahtuvalt ning reguleerivad Elisa Eesti AS ja Elisa Teleteenused AS
(edaspidi Elisa) poolt kliendiandmete t66tlemist.

Kliendiandmete toétlemise pdhimotted koosnevad mdistetest, tldosast ja eriosast. Uldosa
reguleerib laiemalt kliendiandmete tootlemisega seonduvat ning eriosa tépsustab Kitsama lt
isikuandmete t60tlemisega seonduvat.

1. MOISTED

1.1. Klient — fudsiline voi juriidiline isik, kes kasutab, on avaldanud soovi kasutada vOi on
kasutanud Elisa Teenuseid.

1.2. Andmesubjekt - on flusiline isik, kelle kohta on Elisal andmeid, millega on vdimalik
isik tuvastada. Andmesubjektideks on potentsiaalsed, olemasolevad ja endised kliendid,
mobiilinumbri kasutajad, konekaardi kasutajad, kinkekaardi kasutajad, andmesubjekti
esindajad, koostoopartnerid, paringute esitajad, kilastajad.

1.3. Kasutaja — Kliendi poolt maératud fulsiline isik, kes Kliendi ndusolekul ja vastutusel
kasutab Kliendi mobiilnumbrile Elisa poolt vGi vahendusel osutatavaid teenuseid.

1.4. Kbénekaardi kasutaja — fudsiline isik, kes kasutab Elisa sideteenuseid ettemaksu
kaardiga.

1.5. Kinkekaardi kasutaja — futsiline isik, kelle nimele on kinkekaart vormistatud.

1.6. Andmesubjekti esindaja — fulsiline isik, kes esindab andmesubjekti kas seaduse
(eestkostjad) vdi lepingu alusel (volitatud isikud).

1.7. Koosttopartner — fulsiline isik, kellega Elisa on sdlminud lepingu dritegevuse
edendamiseks (nt hoonestusbiguse seadmise leping, isikliku kasutusBiguse seadmise
leping, Ulrileping jms).

1.8. Paringu esitaja — futsiline isik, kes on esitanud Elisale teabepéringu.

1.9. Kulastaja — fuusiline isik, kes on kulastanud Elisa milgi- voi teeninduskanaleid.

1.10. Kliendiandmed - igasugune info, mis on Elisale Kliendi ja Kasutaja kohta teada.

1.11. Isikuandmed - igasugune teave tuvastatud vOi tuvastatava fuusilise isiku kohta.
Tuvastatav fltsiline isik onisik, keda saab otseselt vOi kaudselt tuvastada, eelkbige sellise
identifitseerimistunnuse pohjal nagu nimi, isikukood, asukohateave, vorguidentifikaator
(kupsis) Vvoi selle fudsilise isiku the voi mitme fllsilise, fusioloogilise, geneetilise,
vaimse, majandusliku, kultuurilise vOi sotsiaalse tunnuse pdohjal.

1.12. Teenuse andmed — Elisale teenuse osutamise kéigus teatavaks saanud andmed teenuse
kasutamise Uksikasjade kohta.

1.13. Teenuse tarbimise aadress — flusiliselt kindlaks mdératud Kliendi elukoht voi asukoht
tavatelefoniteenuse ja puUsiinternetiteenuse kasutamiseks.
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1.14. Asukohaandmed - on sideteenuse osutamisel tekkivad andmed, mis nditavad Kliendi
arvutuslikku ja tdendolist SIM-kaardi geograafilist asukohta.

1.15. Biomeetrilised andmed - konkreetse tehnilise to6tlemise abil saadavad isikuand med
isiku flisiliste, fusioloogiliste ja kaitumuslike omaduste kohta, mis vdimaldavad
kdnealust fuusilist isikut kordumatult tuvastada vOi kinnitavad selle fldsilise isiku
tuvastamist, naiteks néokujutis.

1.16. Terviseandmed - isikuandmed, mis puudutavad andmesubjekti tervislikku seisundit.
Tervise andmeteks on geneetilised andmed ja kaaluhinnang (Elisa Elustiil).

1.17. Kliendiandmete td6tlemine - kliendiandmete vBi nende kogumitega tehtav
automatiseeritud vOi automatiseerimata toiming vOi toimingute kogum, nagu kogumine,
dokumenteerimine,  Kkorrastamine,  struktureerimine, sdiltamine, kohandamine ja
muutmine, péaringute tegemine, lugemine, kasutamine, edastamise, levitamise vOi muul
moel kattesaadavaks tegemise teel avalikustamine, Uhitamine vOi Uhendamine, piiramine,
kustutamine VvOi havitamine.

1.18. Profiilianaltiis - igasugune isikuandmete automatiseeritud tootlemine, mis hdlmab
isikuandmete kasutamist fllsilise isikuga seotud teatavate isiklike aspektide hindamiseks,
eelkdige selliste aspektide analitsimiseks vOi prognoosimiseks, mis on seotud asjaomase
fuusilise isiku tootulemuste, majandusliku olukorra, tervise, isiklike eelistuste, huvide,
usaldusvéarsuse, kéitumise, asukoha voi likumisega.

1.19. Anonumiseerimine — isikuandmete anonuiimseks muutmine viisil, et konkreetset
andmesubjekti ei ole voimalik enam tuvastada. Erinevalt pseudonimiseerimisest ei ole
anonimiseerimise puhul isikuandmed konkreetse andmesubjektiga hiljem Ghelgi viisil
enam uuesti seostatavad.

1.20. Vastutav tootleja - fitsiline voi juriidiline isik, avaliku sektori asutus, amet vdi muu
organ, kes Uksi voi koos teistega madrab kindlaks isikuandmete todtlemise eesmérgid ja
vahendid (nt Elisa ja teised teenuse osutajad, kes on nimetatud punktis 3.2.1.)

1.21. Volitatud tootleja - futsiline voi juriidiline isik, avaliku sektori asutus, amet vdi muu
organ, kes tootleb isikuandmeid vastutava tootleja nimel. Volitatud tootlejate kategooriad
on valja toodud punktis 3.4.2.4.

1.22. Andmetdotlusststeemid — Elisa kasutuses olevad andmekogud ja infosustee mid,
milles toodeldakse isikuandmeid sh iseteenindusbiroo.

1.23.  Andmetdotlusregistrid — era- vOi avalikdigusliku isiku poolt hallatavad isikuand meid
sisaldavad avalikud registrid. Andmetddtlusregistrid on valja toodud punktis 3.2.1.

2. ULDOSA

2.1. KLIENDIANDMETE TOOTLEMISE SEADUSLIKKUS

2.1.1. Elisa peab kliendiandmete konfidentsiaalsena hoidmist ja kaitset véga olulisek's
ja tagab Kliendiandmete tootlemise seaduslikkuse.

2.1.2. Kliendiandmete to6tlemine Elisas toimub eelkdige elektroonilise side seaduses
séatestatud nbuetest lahtuvalt.
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2.2. KLIENDIANDMETE TOOTLEMISE TURVALISUS

2.2.1. Elisa rakendab kliendiandmete kaitseks erinevaid organisatsioonilisi, fudsilisi ja
infotehnoloogilisi turvameetmeid lahtudes infoturbe parimatest praktikatest.
2.2.2. Elisa voib kliendiandmete tootlemiseks kasutada wvolitatud tootlejaid. Elisa

tagab, et volitatud tootlejad tootlevad kliendiandmeid Elisa juhiste kohaselt ja
kooskdlas kohalduva 6Oigusega, ning rakendavad asjakohaseid turvameetmeid.

2.2.3. Elisa lubab ligip4d&su kliendiandmetele ainult juhendatud volitatud t6Gtajatele.
Volitatud tootlejal on Gigus kliendiandmeid toddelda tksnes ulatuses, mis on talle
vajalik, et tdita Elisa poolt madratud eesmarke.

2.2.4. Volitatud t66tlejad peavad jargima Elisa ndudeid kliendiandmete t66tlemise
0sas.

3. ERIOSA

3.1. ISIKUANDMETE TOOTLEMISE SEADUSLIKKUS

3.1.1. Elisa tagab isikuandmete tootlemisel et:

- to6tlemine on seaduslik, Oiglane ja andmesubjektile labipaistev;

- isikuandmeid kogutakse tépselt ja selgelt Kkindlaksmddratud ning diguspéarastel
eesmarkidel ning neid ei tdddelda hiljem viisil, mis on nende eesmarkidega vastuolus;

- isikuandmed on asjakohased, olulised ja piiratud sellega, mis on vajalik nende to6tlemise
eesmargi seisukohalt;

- isikuandmed on diged ja vajaduse korral ajakohastatud ning kasutusele vdetakse kdik
maistlikud meetmed, et to6tlemise eesmérgi seisukohast ebadiged isikuandmed Kkustutaks
vOi parandataks viivitamata;

- isikkuandmeid séilitatakse kujul, mis vdimaldab andmesubjekte tuvastada ainult seni, kuni
see on vajalik selle eesmérgi taitmiseks, milleks isikuandmeid té6deldakse;

- isikuandmeid t6ddeldakse viisil, mis tagab isikuandmete asjakohase turvalisuse,
sealhulgas kaitseb loata vOi ebaseadusliku to6tlemise eest ning juhusliku kaotamise,
havitamise VvOi kahjustumise eest, kasutades asjakohaseid tehnilisi voi korralduslikke
meetmeid.

3.1.2. Elisa eesmérgiks on tagada vastutustundlik ning andmesubjekti huvidest,
Oigustest ja vabadustest lahtuv isikuandmete to6tlus.
3.1.3. Isikuandmete t66tlemine Elisas toimub Madruses satestatud nduete kohaselt.

3.2. ISIKUANDMETE ALLIKAD JA LIIGID

Elisa kogub isikuandmeid tépselt ja selgelt kindlaksméaédratud ning Odigusparastel
eesmérkidel ning neid ei tdddelda hiliem viisil, mis on nende eesmérkidega vastuolus.
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Isikuandmete esitamine on vajalik kliendisuhte loomiseks ning k&esoleva dokumendi
punktis 3.3. nimetatud eesmérkide taitmiseks.

3.2.1. Elisa tootleb isikuandmeid, mis on saadud kas:
- andmesubjektilt (nt lepingueelsetel labiradkimistel, lepingu sdlmimisel, lepingu
kestel, konekaardi kasutamisel, kinkekaardi vormistamisel, Elisa &pi kasutamisel,
paringu esitamisel, iseteenindusbiroo kasutamisel, milgi- ja teeninduskanalite
killastamisel);
- andmetootlusregistritest (nt e-Krediidiinfo, numbrite broneerimise andmekogu
(NBA), Rahvastikuregister, Kinnistusraamat (koostdopartneri leidmiseks) voi
- teistelt teenuse osutajatelt (nt sertifitseerimisteenuse osutajad (Mobii-1D),
kindlustusettevotted (Nutikindlustus), eritariifsete ja M-makse teenuste osutajad).
3.2.2.  Elisa liigitab toodeldavaid isikuandmed alljargnevalt:

3.2.2.1. Andmesubjekti  otseselt tuvastavad andmed - andmed, mis

andmesubjekt enda kohta esitab vOi andmesubjekti kohta esitatakse:

- Isiklikud andmed: ees- ja perekonnanimi, isikukood, suhtluskeel, sotsiaalmeedia
profiilipilt.

- FuUsilised andmed: sugu, vanus, pikkus, kaal ja terviseandmed.

- ldentifitseerivad andmed: kasutajatunnus, parool (Elisa poolt algselt maaratud),
telefoniteeninduse  salasdna, isikut tdendava dokumendi andmed sh isikut
tdendava dokumendi koopia, naokujutis ja allkirjakujutis.

- Kontaktandmed: e-posti aadress, kontaktaadress, kontaktnumbrid, tarneaadress,
teadete edastamise aadress.

- Arveldusandmed: arveldusarve number, arvete edastamise aadress.

3.2.2.2. Andmesubjekti kaudselt tuvastavad andmed —andmed, mis tekivad
Elisa  andmetOotlussisteemides  kas andmesubjektist  tulenevalt  voi
andmesubjektist sGltumatult.
a. Andmesubjektist tulenevad andmed - andmed, mis tekivad Elisa
andmetootlussiisteemides andmesubjekti tegevuse tulemusena:

- Tarbimise andmed: Ilepingu andmed (nt lepingu number, Kkrediidilimiit,
osamaksete summa), teenuse andmed (nt teenusvalikud ja teenuse kasutamise
Uksikasjad), SIM-kaardi asukohaandmed, teenuse tarbimise aadress.

- Kliendisindmused: arve andmed (nt arve number, arve maksetédhtaeg),
makseajalugu, VvOlgnevuse ja ettemaksu info, jooksva kuu saldo, iseteeninduse
kasutusajalugu, Klienditeavitused (nt reklaampakkumised, vdlateavitused jms),
andmesubjekti poordumised I&bi erinevate teeninduskanalite, rahulolu- uuringust
saadud andmed, turu-uuringust saadud andmed (nt andmesubjekti eelistused,
sugu, vanus ja amet), videosalvestised, kdnesalvestised ja kipsiste teave.

b. Andmesubjektist sOltumatud andmed — andmed, mis tekivad Elisa
andmetootlussiisteemides andmesubjekti tegevusest sOltumatult:

- Kliendi tunnused: krediidiprofiil, turundusprofiil, kliendinumber, klienditunnus
(seadme hooldustodd), vitenumber, Google ID.



- Teenuse tunnused: teenuse number, mobiiltelefoninumber, fix-number, SIM-
kaardi seerianumber, mobiilside tunnus ehk IMSI, IP-aadress.

- Seadme tunnused: seadme identifitseerimise kood (nt IMEI kood ja MAC
kood), PUK 1 ja PUK 2, véljastatud PIN 1 ja PIN 2.

3.3. ISIKUANDMETE TOOTLEMISE OIGUSLIK ALUS JA EESMARGID

Elisa t66tleb isikuandmeid kas lepingu téitmiseks ja taitmise tagamiseks, andmesubjekti
nbusoleku alusel, digustatud huvi alusel vGi seadusest tuleneva kohustuse téitmiseks.

3.3.1. Elisa tootleb isikuandmeid lepingu taitmiseks ja taitmise tagamiseks
alljargnevatel eesméarkidel:

3.3.1.1. andmesubjekti vdi tema esindaja tuvastamine. Andmesubjekti VvOi tema
esindaja tuvastamiseks Elisa to6tleb andmesubjekti isiklikke andmeid (nt nimi,
isikukood) ning identifitseerivaid andmeid (nt telefoniteeninduse salasdna, isikut
tdendava dokumendi andmed).

3.3.1.2. lepingu ja lepingutega seotud muu dokumentatsiooni (nt teenuste
teisaldamise  avaldus, mobiiltelefoninumbri peatamise  kokkulepe,
mobiiltelefoninumbri I6petamise kokkulepe jms) vormistamine ja sélmimine.
Lepingu ja lepinguga seotud muu dokumentatsiooni vormistamiseks ja s6lmimiseks
Elisa to6tleb andmesubjekti isiklikke andmeid, identifitseerivaid andmeid (nt isikut
tdendava  dokumendi  number), kontaktandmeid (nt  kontaktaadress),
arveldusandmeid (nt arveldusaadress) ning klienditunnuseid (nt krediidiprofiil),
teenusetunnuseid ja seadme tunnuseid. Ulesmiiiigi puhul to6deldakse lisaks teenuse
tarbimise andmeid (nt teenuse andmed).

3.3.1.3. lepingute, teenuse kasutamiseks vajalike kaartide (SIM kaardid) ja
seadmete tarnimine. Tarneks Elisa todtleb andmesubjekti isiklikke andmeid (nt
nimi), kontaktandmeid (nt tarneaadress, kontaktnumber), teenuse andmeid (nt
teenuse valik), kliendisindmusi (nt vOlgnevuse ja ettemaksu info) ja Kliendi
tunnuseid (nt kliendinumber).

3.3.1.4. lepingute ja lepingutega seotud muu dokumentatsiooni haldamine.
Lepingute ja lepingutega seotud muu dokumentatsiooni haldamiseks Elisa t6otleb
andmesubjekti isiklikke andmeid (nt nimi, isikukood), Kkliendi tunnuseid (nt
kliendinumber), tarbimise andmeid (nt lepingu number), kliendi sindmuseid (nt arve
number), teenuse tunnuseid (nt mobiiltelefoninumber) ja seadme tunnuseid (nt
IMEI).

3.3.1.5. teenuse toimivuse ja kvaliteedi tagamine. Teenuse toimivuse ja kvaliteedi
tagamiseks Elisa voib tdodelda kbiki andmesubjekti isikuandmeid.

3.3.1.6. teenuse rikketeavituste edastamine ja rikete kdrvaldamine. Rikketeavituste
edastamiseks ja rikete korvaldamiseks Elisa vOib toodelda olenevalt rikkest koiki
andmesubjekti andmeid.
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3.3.1.7. andmesubjekti teenindamine mh kliendiseadmete hooldus. Andmesubjekti
teenindamiseks Elisa vOib t6odelda olenevalt teenindussituatsioonist — kdiki
andmesubjekti isikuandmeid.

3.3.1.8.  andmesubjektile arvete koostamine ja edastamine. Andmesubjektile arve
koostamiseks ja edastamiseks Elisa tootleb andmesubjekti isiklikke andmeid,
kontaktandmeid (nt teenuse tarbimise aadress), arveldusandmeid (nt arvete
edastamise aadress), tarbimise andmeid, Kliendisindmusi (nt ettemaksu, volgnevuse
info), kliendi tunnuseid (nt kliendinumber, vitenumber), teenuse tunnuseid (nt
teenuse number, mobiiltelefoninumber, fix-number) ja seadme tunnuseid (nt IMEI).

3.3.1.9. andmesubjekti isikuandmete 0&igsuse kontrollimine/uuendamine ning
vajadusel isikuandmete parandamine. Isikuandmete Oigsuse
kontrollimiseks/uuendamiseks ja parandamiseks Elisa tootleb andmesubjekti
isiklikke ja kontaktandmeid ning vajadusel teeb péringuid Rahvastikuregistrisse.

3.3.1.10. volgnevuste sissendudmine. Volgnevuste sissendudmiseks Elisa t66tleb
andmesubjekti isiklikke andmeid (nt nimi, isikukood), kontaktandmeid (nt
kontaktaadress, e-posti aadress ja kontaktnumber) ning Kliendi tunnuseid (nt
kliendinumber).

3.3.1.11. volgnevuste loovutamine.  VOlgnevuste  loovutamisel  Elisa  tootleb
andmesubjekti isiklikke andmeid (nt nimi, isikukood), kontaktandmeid (nt
kontaktaadress, e-posti aadress, kontakthumber) ning lepingu ja arve andmeid.

3.3.1.12. digusnduete koostamine ja edastamine kohtule. Oigusnduete koostamiseks
Elisa t66tleb andmesubjekti isiklikke, identifitseerivaid (nt dokumendi koopia),
kontakt- ja arveldusandmeid, tarbimise andmeid, kliendisiindmusi (nt arve andmed,
makseajalugu, vdlgnevuse ja ettemaksu info), kliendi tunnuseid (nt Kliendinumber),
teenuse tunnuseid ja seadme tunnuseid (nt IMEI kood).

3.3.2. Elisa todtleb isikuandmeid andmesubjekti ndusoleku alusel. N6usoleku alusel tootleb
Elisa isikuandmeid Uksnes ulatuses ja eesmarkidel, milleks Andmesubjekt on ndusoleku
andnud. Andmesubjekti ndusolek peab olema muudest kisimustest selgelt eristatav ning
arusaadaval ja lihtsasti kattesaadaval kujul, selges ja lihtsas keeles. Andmesubjekt annab
ndusoleku vabatahtlikult, konkreetselt, teadlikult ja Ghemdtteliselt naiteks lepingul
lahtrisse  margistamise kaudu VvOi iseteeninduses. Elisa tootleb isikuand meid
andmesubjekti ndusoleku alusel alljargnevatel eesmarkidel:

3.3.2.1. otseturundus sh turunduslik profileerimine. Selleks, et pakkuda
andmesubjektile Elisa ja Elisa koostoopartnerite teenuseid/tooteid koostab Elisa
Klientide kohta turundusprofiili(d). Turundusprofiilist lahtuvalt Elisa edastab
klientidele elektroonilisel teel Elisa ja Elisa koostddpartnerite uudseimate teenuste
jaivdi  toodete pakkumisi.  Tdiendav  teave  otseturunduspdhimbtete,  sh
turundusprofiili kohta on leitav ,,Elisa turunduse pohimotetest®.

3.3.2.2. Kupsiste kasutamine. Selleks, et parandada veebilehe kasutamise kogemust,
hinnata veebilehe kasutamist ja toetada Elisa teenuste turundamist Elisa kasutab
kipsiseid. Kdpsised on olulised Elisa veebiteenuste lintsamaks ja mugavamaks
muutmisel, veebilehe kasutatavuse jéalgimiseks ning andmesubjektile parema
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teenuse pakkumiseks. Taiendav teave kupsiste kasutamise kohta on kéttesaadav
. Kiipsiste kasutamise pohimotetes“.

3.3.3. Elisa tootleb isikuandmeid Sigustatud huvi alusel. Oigustatud huvi tdhendab Elisa huvi
isikuandmete tdotlemiseks seoses ettevitte aritegevusega, et pakkuda oma Klientidele
parimaid teenuseid ning teenindust. Oigustatud huvi alusel t66tleb Elisa isikuand meid
Uksnes juhul, kui pdrast pohjalikku digustatud huvi analtiisi on tuvastatud, et to6tlemine
on vajalik ning vastavuses andmesubjekti Giguste ja huvidega. Elisa to6tleb Gigustatud
huvi alusel isikuandmeid alljargnevatel eesmarkidel:

3.3.3.1. andmesubjekti krediidivdimelisuse hindamine. Andmesubjekti
krediidivdimelisuse hindamine on vajalik usaldusliku Kkliendisuhte tagamiseks ning
Elisa poolt hoolsuskohustuse tditmiseks. Krediidivdimekuse hindamisega seoses
Elisa teeb paringuid e-Krediidiinfosse ning analitsib andmesubjekti profiili.
Téiendav teave krediidivdimekuse hindamise loogika, selle tahtsuse ja
prognoositavate tagajargede kohta on kattesaadavad ,.Elisa krediidipdhimdtetes;

3.3.3.2. teenuste kasutamiseks tdiendavate ning paremate vdimaluste loomine
(teenuse arendus). Selleks, et pakkuda kliendile taiendavaid ja paremaid voimalusi
teenuse kasutamiseks Elisa to6tleb andmesubjekti isiklikke andmeid (nt nimi,
suhtluskeel), kontaktandmeid (nt e-posti aadress, kontaktnumber), tarbimise
andmeid ning kliendistindmusi (nt turu-uuringust saadud andmeid).

3.3.3.3. parema teeninduse ja kliendi rahuolu tagamine. Selleks, et pakkuda oma
klientidele suurepdrasel tasemel teenindust Elisa salvestab teenindusk&nesid ning
hindab neid. Mdistmaks Kliendi ootusi teenindusele ja teenustele Elisa teostab
elektroonilisel voi kone teel rahulolu-uuringuid ja -kusitlusi ning analliisib saadud
tagasisidet, et pakkuda Klientidele parimat teenindust ja teenust. Kliendi rahuolu
tagamiseks Elisa tootleb andmesubjekti isiklikke andmeid (nt nimi ja suhtluskeel) ja
kontaktandmeid  (nt e-posti aadress, kontaktnumber).  Tadiendav  teave
teeninduskdnede tootlemise kohta on kéttesaadav .,.Konesalvestiste tootlemise
pohimotetes.

3.3.34. otseturundus sh turunduslik profileerimine. Selleks, et pakkuda
andmesubjektile uudsemaid VvOi tdiustatud teenuseid/tooteid ning tdsta sellega
Klientide  rahulolu,  koostab  Elisa  klientide  kohta  turundusprofiili(d).
Turundusprofiilist lahtuvalt teeb Elisa Klientidele telefonimiiugipakkumisi ning
edastab elektroonilisel teel klientidele nende poolt kasutatavate toodete vdi teenuste
osas samasuguste toodete VOi teenuslahenduste pakkumisi. Taiendav teave
otseturunduspdhimdtete, sh turundusprofiili kohta on leitav ,,Elisa turunduse
pohimotetest®.

3.3.3.5. kampaaniate korraldamine. Selleks, et pakkuda kliendile uusi ja téiendavaid
vOimalusi  teenuste  kasutamiseks  korraldab  Elisa  turunduskampaaniaid.
Turunduskampaaniate korraldamiseks Elisa analisib andmesubjekti
kliendisindmusi (nt turu-uuringust saadud andmed), teenuse ja seadme valikuid
ning tarbimise andmeid.
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https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-kupsiste-kasutamise-pohimotted
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https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf

3.3.3.6.  jalgimisseadmete  kasutamine  (videosalvestamine). Elisa  teostab
milgiesindustes videosalvestamist isikute ja vara Kkaitseks. Taiendav teave
jélgimisseadmete kasutamise kohta on kéttesaadav ,,Jéilgimisseadmete kasutamise
pohimotetest®.

3.3.3.7. elektroonilise sidevdrgu-ja infoturbe tagamine. Naiteks elektroonilisele
sidevorgule loata juurdepdasu takistamine, veebilehe turvalisuse tagamine.
Eelnimetatud eesmérgil Elisa vOib toodelda olenevalt olukorrast  koiki
andmesubjekti andmeid.

3.3.4. Elisa t0otleb isikuandmeid seadusest tulenevate kohustuste taitmiseks naiteks

numbriliikuvuse tagamiseks, Mobiil-1D litumislepingu s6lmimiseks ja Riigiasutuste
paringutele vastamiseks. Numbrililkkuvuse tagamiseks Elisa tootleb andmesubjekti
isiklikke andmeid (nt nimi, isikukood) ning kliendi tunnust (nt kliendinumber). Mobiil-
ID litumislepingu vormistamiseks ja s6lmimiseks Elisa tootleb andmesubjekti isiklikke
andmeid, identifitseerivaid andmeid (nt isikut tGendava dokumendi number ja
nadokujutis), kontaktandmeid (nt kontaktaadress), arveldusandmeid (nt arveldusaadress).
Riigiasutusele vastamiseks Elisa vOib tulenevalt ametiasutuse paringust toddelda koiki
andmesubjekti isikuandmeid.

3.4. ISIKUANDMETE AVALIKUSTAMINE JA EDASTAMINE
KOLMANDATELE ISIKUTELE

3.4.1. Elisa avalikustab isikuandmeid kolmandatele isikutele ainult ulatuses, millises
see on vajalik punktis 3.3. nimetatud eesmérkide saavutamiseks.
3.4.2. Elisa avalikustab vdi edastab isikuandmeid:
3.4.2.1.  Andmesubjekti lepingulisele (volitatud isikud) vOi seaduslikule
esindajale (eestkostjad);
3.4.2.2. Andmesubjekti sooviavalduse alusel teisele vastutavale t6otlejale (nt
andmete Ulekandmise Oiguse rakendamisel);
3.4.2.3.  Andmetddtlusregistritele (vBlgnevuste korral  e-Krediidiinfole,
numbriliikuvuse puhul numbrite broneerimise andmekogule (NBA).
3.4.2.4. Elisa volitatud tootlejatele:
- teenuste edasimiijad;
- konekeskused (kliendi kdneteenindus);
- teeninduspartnerid (rahulolu-uuringute vélja saatmine);
- seadmete hoolduskeskused (kliendi seadmete hooldus- ja remonttood);
- tarnijad (lepingute, teenuse kasutamiseks vajalike kaartide ja seadmete tarne);
- arvekeskused (arvete koostamine ja véljastamine);
- roamingpartnerid (kliendi podrdumiste ja pretensioonide lahendamine);
- turunduspartnerid (reklaampakkumiste valja saatmine);
- arhiivikeskus  (lepingute ja lepingutega seonduva muu dokumentatsiooni
arhiveerimine);
- VOlgade sissendudjad (inkassod);
- andmetddtlussiisteemide haldajad ja arendajad;
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https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/ELISA_JALGIMISSEADMESTIKU_KASUTAMISE_POHIMOTTED.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/ELISA_JALGIMISSEADMESTIKU_KASUTAMISE_POHIMOTTED.pdf

- alitoovotjad  (siderajatiste  ehitus),  edastatakse  Uksnes  koostdOpartnerite
isikuandmeid;

- teistele vastutavate le tootlejatele (sertifitseerimisteenuse osutajad,
kindlustusettevotjad, eritariifsete ja M-maksete teenuste osutajad);

- ndudediguse loovutamise korral uuele vdlausaldajale;

3.4.25. Lepingu taitmiseks teistele vastutavatele tootlejatele  (nt
sertifitseerimisteenuse  osutajad, kindlustusettevdtjad, eritariifsete ja M-
maksete teenuste osutajad);

3.4.2.6. Riigiasutustele:

- kriminaalmenetluse  seadustiku  kohaselt uurimisasutusele, jalitusasutusele,
prokuratuurile ja kohtule;

- Julgeolekuasutusele;

- vaarteomenetluse seadustiku kohaselt Andmekaitse Inspektsioonile,
Finantsinspektsioonile, Keskkonnainspektsioonile, Politsei- ja Piirivalveametile,
Kaitsepolitseiametile ning Maksu- ja Tolliametile;

- vadrtpaberituru seaduse kohaselt Finantsinspektsioonile;

- tsiviilkohtumenetluse seadustiku kohaselt kohtule;

- jalitusasutusele kaitsevée korralduse seaduses, maksukorralduse seaduses, politsei
ja piirivalve seaduses, relvaseaduses, strateegilise kauba seaduses, tolliseaduses,
tunnistajakaitse seaduses, turvaseaduses, vangistusseaduses ja Vvélismaalaste
seaduses sétestatud juhtudel;

- elektroonilise side seaduse kohaselt jalitus- ja julgeolekuasutustele, nende (le
jarelevalvet teostavatele asutustele ning kohtule;

- muudest Oigusaktidest tulenevatel juhtudel neis satestatud alustel ja korras.

3.5. ANDMESUBJEKTI OIGUSED

3.5.1. Andmesubjektil on Oigus tutvuda Maaruse artikkel 15 punktides 1 ja 2
nimetatud teabega.

3.5.2. Elisa teeb Andmesubjektile Mé&éaruse artikkel 15 punktides 1 ja 2 nimetatud
teabe kéttesaadavaks kéaesoleva dokumendi ning iseteenindusbiroo vahendusel.

3.5.3. Andmesubjektil on 6igus nduda isikuandmete parandamist.

3.5.3.1.  Andmesubjektil on voimalik isikuandmeid parandada
iseteenindusb Groos vdi sooviavalduse alusel.

3.5.4. Andmesubjektil on 8igus isikuandmete kustutamisele (,,0igus olla unustatud*).

3.5.5. Andmesubjektil on digus isikuandmete tootlemise piiramisele.

3.5.6. Andmesubjektil on 6igus saada teda puudutavaid isikuandmeid, mida ta on
vastutavale todtlejale esitanud ning Oigus edastada need andmed teisele
vastutavale tootlejale (andmete llekandmise Oigus).

3.5.7. Andmesubjektil on 0&igus esitada igal ajal vastuvéiteid teda puudutavate
isikuandmete t6otlemise suhtes, mis on vajalik digustatud huvi korral sealhulgas
Oigustatud huvile tugineva profiilianalliisi suhtes.
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3.6. ISIKUANDMETE SAILITAMINE

3.6.1. Elisa sdilitab isikuandmeid nii kaua, kui neid on vaja tootlemise eesmargi
saavutamiseks,  kuid mitte kauem Kkui seadusest tulenevate  nduete
aegumistahtaegade I6puni.

3.6.2. Elisa sdilitab  videosalvestisi  vastavalt  jalgimisseadmete  kasutamise
pdhimdtetele;

3.6.3. Elisa sailitab konesalvestisi vastavalt konesalvestiste t6otlemise pdhimGtetele;

3.6.4. Elisa séilitab teenuse ja asukohaandmeid vastavalt elektroonilise side seadusele.

3.6.5. Juhul, kui Elisa soovib hoida isikuandmeid kauem, kui see on kogumise
eesmargist tulenevalt vajalik, anonimiseerib Elisa isikuandmed selliselt, et
andmesubjekt ei ole enam tuvastatav.

3.6.6. Nousoleku alusel tooddeldavaid isikuandmeid séilitab Elisa kuni nbusoleku
tagasivotmiseni.

3.7. OIGUSTE TEOSTAMINE JA POORDUMISTE ESITAMINE

3.7.1. Andmete parandamise, kustutamise, Ulekandmise, toOtlemise piiramise
sooviavaldus voi vastuvéide tootlemise suhtes tuleb allkirjastatult edastada Elisa
milgiesindusse  vOi digitaalselt  allkirjastatult saata e-posti aadressile
andmekaitse@elisa.ee. Andmesubjekti puudutavate isikuandmete
tlekandmiseks peab andmesubjekt taitma avalduse, mis on kéattesaadav siit.

3.7.2. Elisa vastab andmesubjekti poolt esitatud sooviavaldustele ning vastuvdidetele
hilfemalt Uhe kuu jooksul parast sooviavalduse vO6i vastuvdite saamist.
Nimetatud ajavahemikku vOib vajaduse korral pikendada kahe kuu vorra, vottes
arvesse sooviavalduse VvOi vastuvdite keerukust ja hulka. Elisa teavitab
andmesubjekti vastuse esitamise téhtaja pikendamisest ja viivituse pdhjustest he
kuu jooksul alates sooviavalduse VOi vastuvédite saamisest. Kui andmesubjekt
esitab sooviavalduse vOi vastuvdite elektrooniliselt, esitatakse ka wvastus
vdimaluse korral elektrooniliselt, kui andmesubjekt ei soovi teisiti.

3.7.3. Elisal on 0digus jatta andmesubjekti Oiguste teostamise sooviavaldus
rahuldamata juhul, kui Elisa ei suuda andmesubjekti tuvastada (nt kdnekaardi
kasutaja puhul).

3.7.4. Kui Elisa ei rakenda meetmeid vastavalt andmesubjekti sooviavaldustele ja
vastuvaidetele, teatab Elisa andmesubjektile hiljemalt Che kuu jooksul alates
sooviavalduse vOi vastuvdite saamisest meetmete vdtmata jatmise pBhjused ning
selgitab  vOimalust  esitada  jarelevalveasutusele  kaebus ja kasutada
diguskaitsevahendeid.

3.7.5. Andmesubjektil on Oigus podrduda kaebusega Elisa, Andmekaitse
Inspektsiooni vGi kohtu poole kui andmesubjekt leiab, et isikuandmete tootlemisel
on tema Oigusi rikutud. Andmekaitse Inspektsiooni (edaspidi AKI) kontaktid leiab
AKI kodulehekiljelt www.aki.ee



mailto:andmekaitse@elisa.ee
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/OIGUSTE_TEOSTAMINE.pdf
http://www.aki.ee/

. MUUD TINGIMUSED

4.1. Elisal on Oigus kéesolevaid Kliendiandmete tootlemise pdhimdtteid igal ajal
ajakohastada, tapsustada ja tdiendada lahtudes muudatustest digusaktides,
telekommunikatsioonialases praktikas ja Elisa poolt osutatavates teenustes.

4.2. Kéesolevad kliendiandmete to6tlemise pdhimdtted joustuvad 31.10.2019.a.
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OVERVIEW

This privacy policy has been prepared on the basis of REGULATION (EU) 2016/679 OF THE
EUROPEAN PARLIAMENT AND OF THE COUNCIL (hereinafter referred to as the
Regulation) and Chapter 10 of the Electronic Communications Act, and it regulates the
processing of customer data by Elisa Eesti AS and Elisa Teleteenused AS (hereinafter referred
to as Elisa).

The privacy policy consists of definitions, the general part and the special part. The general
part provides a broader regulation of the issues related to the processing of customer data and
the special part specifies the issues related specifically to the processing of Personal Data.

1. DEFINITIONS

1.1.

1.2.

1.3.

1.4.

1.5.
1.6.

1.7.

1.8.

1.9.
1.10.

1.11.

1.12.

Customer means any natural or legal person who uses, has used or has expressed
the desire to use Elisa’s services.

Data Subject means a natural person on whom Elisa has data in reference to which
the person can be identified. Data Subjects are potential, existing and former
customers, users of mobile telephone numbers, prepaid card users, gift card users,
data subject representatives, partners, makers of queries and guests.

User means a natural person appointed by the Customer who, with the Customer’s
consent and while the customer remains liable, uses the services provided by or via
Elisa to the Customer’s mobile telephone number.

Prepaid Card User means a natural person who uses Elisa’s communication
services with a prepaid card.

Gift Card User means a natural person in whose name a gift card has been issued.
Data Subject Representative means a natural person who represents the Data
Subject either on the basis of law (guardians) or a contract (authorised persons).
Partner means a person with whom Elisa has entered into a contract for the
development of business operations (e.g. a contract for the establishment of a right
of superficies, a contract for the establishment of a personal right of use, a tenancy
contract, etc.).

Request Submitter means a natural person who submits a request for information
to Elisa.

Guest means a natural person who has visited Elisa’s sales or service channels.
Customer Data means any information about the Customer and the User known to
Elisa.

Personal Data means any information about an identified or identifiable natural
person. An identifiable natural person means one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier (cookie) or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural or social identity
of that natural person.

Service Data means data on the details of use of a service, which are disclosed to
Elisa in the course of provision of the service.



1.13.

1.14.

1.15.

1.16.

1.17.

1.18.

1.19.

1.20.

1.21.

1.22.

1.23.

Service Consumption Address means the Customer’s physically determined place
of residence or location for the use of the ordinary telephone service and online
Internet service.

Location Data means the data generated upon provision of a communications
service, which indicate the estimated and likely geographical location of the SIM
card.

Biometric Data means the Personal Data obtained by way of specific technical
processing about the person’s physical, physiological and behavioural properties,
which allow for said person to be uniquely identified or confirm the identification of
such natural person, such as the facial image.

Health Data means the Personal Data that concern the health of the Data Subject.
Health Data means genetic data and weight assessment (Elisa Lifestyle).

Customer Data Processing means any operation or set of operations which is
performed on Personal Data or sets of Personal Data, whether or not by automated
means, such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, erasure or
destruction.

Profiling means any form of automated processing of Personal Data consisting of
the use of Personal Data to evaluate certain personal aspects relating to a natural
person, in particular to analyse or predict aspects concerning said natural person’s
performance at work, economic situation, health, personal preferences, interests,
reliability, behaviour, location or movements.

Anonymisation means making Personal Data anonymous in such a manner that a
specific data subject can no longer be identified. Unlike pseudonymisation,
anonymisation does not allow for reconnection of Personal Data with a specific Data
Subject afterwards in any way.

Controller means the natural person or legal entity, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of
Personal Data processing (e.g. Elisa and the other service providers specified in
clause 3.2.1.).

Processor means the natural person or legal entity, public authority, agency or other
body which processes Personal Data on behalf of the Controller. The categories of
processors are given in clause 3.4.2.4.

Data Processing Systems means the databases and information systems used by
Elisa, where Personal Data are processed (including the self-service environment).
Data Processing Registers means the public registers managed by private persons
or public entities that include Personal Data. The data processing registers are given
in clause 3.2.1.



2. GENERAL PART

2.1. LAWFULNESS OF CUSTOMER DATA PROCESSING

2.2.

2.1.1.

2.1.2.

Elisa is fully committed to the confidentiality and protection of Customer
Data and ensures that Customer Data are processed in accordance with the
law.

Customer Data are processed in Elisa primarily according to the requirements
stipulated in the Electronic Communications Act.

SECURITY OF CUSTOMER DATA PROCESSING

2.2.1.

2.2.2.

2.2.3.

2.2.4.

Elisa applies organisational, physical and information technology security
measures to protect Personal Data proceeding from the best practices of
information security.

Elisa may use Processors for Customer Data processing. Elisa ensures that
the Processors process Customer Data according to the instructions of Elisa
and in accordance with applicable law and take relevant security measures.
Elisa only allows Processors to access Customer Data. The Processor has the
right to process Customer Data only to the extent required for the
achievement of the goals set by Elisa.

The Processors must comply with Elisa’s Customer Data processing
requirements.

3. SPECIAL PART

3.1.

LAWFULNESS OF PERSONAL DATA PROCESSING

3.1.1.

Upon Personal Data processing, Elisa ensures that:

the processing is lawful, fair and transparent in relation to the Data Subject;
Personal Data are collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with those purposes;
the Personal Data are relevant, important and limited to what is necessary in
relation to the purposes for which they are processed,

the Personal Data are correct and, where necessary, kept up to date, and all
reasonable measures are taken to ensure that the Personal Data that are
incorrect in respect of the purposes for which they are processed are
immediately deleted or corrected;

Personal Data are kept in a form that permits identification of Data Subjects
for no longer than is necessary for the purposes for which the Personal Data
are processed;

Personal Data are processed in a manner that ensures appropriate security of
the Personal Data, including protection against unauthorised or unlawful
processing and accidental loss, destruction or damage, using appropriate
technical or organisational measures.



3.2.

3.1.2.

3.1.3.

The goal of Elisa is to guarantee processing that is responsible and proceeds
from the interests, rights and freedoms of the Data Subject.

Personal Data processing at Elisa takes place according to the requirements
established in the Regulation.

SOURCES AND TYPES OF PERSONAL DATA

Elisa collects Personal Data for specified, explicit and legitimate purposes and not
further processed in a manner that is incompatible with those purposes.

The submission of Personal Data is necessary for the establishment of a customer
relationship and the achievement of the goals specified in clause 3.3. of this
document.

3.2.1.

3.2.2.

Elisa processes Personal Data obtained from:

the Data Subject (e.g. in pre-contractual negotiations, upon entry into
contracts, during the terms of contracts, upon use of a prepaid card, upon
registration of a gift card, upon use of the Elisa app, when making a request
for information, upon use of the self-service bureau, when visiting sales and
service channels);

data processing registers (e.g. e-Krediidiinfo, number booking database
(NBA), the Population Register, the Land Register (to find Partners);

from other service providers (e.g. certification service providers (Mobile
ID), insurance companies (Nutikindlustus), providers of special rate and M-
payment services).

Elisa classifies the processed Personal Data as follows:

3.2.2.1. directly identifiable data of a Data Subject means the data which the

Data Subject submits about themselves or which are submitted about the
Data Subject:

Personal data: forename and surname, personal identification code,
language of communication, profile photo in social media.

Physical data: gender, age, height, weight and Health Data.

Identifiable data: username, password (initially given by Elisa), telephone
service password, details of an identity document, including a copy of the
identity document, facial image and specimen signature.

Contact details: e-mail address, contact address, contact numbers, delivery
address, address where notifications are to be sent.

Invoicing details: bank account number, invoicing address.

3.2.2.2. Indirectly identifiable data of the Data Subject means the data

generated in Elisa’s data processing systems because of or independently of

the data subject.

a. Data resulting from the Data Subject means data generated in Elisa’s
data processing systems as a result of an activity of the data subject:

Consumption Data: contract details (e.g. the contract number, credit limit,

total amount of instalments), service details (e.g. service choices and the



details of use of a service), SIM card location data, service consumption

address.

- Customer Events: invoice details (e.g. the invoice number, due date),
payment history, debt and advance payment information, balance of the
current month, self-service environment usage history, customer
notifications (e.g. advertising offers, debt notices, etc.), data subject
inquiries via various service channels, data received from a satisfaction
survey, data received from a market survey (e.g. the data subject’s
preferences, gender, age and occupation), video recordings, call recordings
and cookie information.

b. Data independent of the Data Subject means the data generated in
Elisa’s data processing systems independently from an activity of the
data subject:

- Customer identifiers: credit profile, marketing profile, customer number,
customer feature (device maintenance), reference number, Google ID.

- Service identifiers: service number, mobile telephone number, fix number,
SIM card serial number, international mobile subscriber identity (IMSI), IP
address;

- Device identifiers: the device’s identification code (e.g. IMEI or MAC),
PUK 1 and PUK 2, issued PIN 1 and PIN 2.

3.3. LEGAL GROUNDS FOR AND PURPOSE OF PERSONAL DATA
PROCESSING

Elisa processes Personal Data either for the performance of a contract or for guaranteeing
the performance of a contract on the basis of the consent of the Data Subject or legitimate
interest or for the performance of an obligation arising from law.

3.3.1. Elisa processes Personal Data for the performance of a contract and
guaranteeing the performance of a contract for the following purposes:
3.3.1.1. identification of the Data Subject or their representative. Elisa
processes the Personal Data of the Data Subject (e.g. name, ID code) and
identifiable data (e.g. phone service password, details of identity document)
in order to identify the Data Subject or their representative.

3.3.1.2. preparation and conclusion of the contract and the other documents
associated with contracts (e.g. applications for porting services,
agreements on suspension of mobile phone numbers, agreements on
termination of mobile phone numbers). Elisa processes the Data
Subject’s Personal Data, identifiable data (e.g. number of identity
document), contact details (e.g. contact address), invoicing data (e.g.
invoicing address) and customer identifiers (e.g. credit profile), service
identifiers and device identifiers in order to prepare and conclude contracts
and the other documents associated with contracts. Service consumption
data (e.g. service data) are also processed in the case of upselling.

3.3.1.3. delivery of contracts, the cards (SIM cards) and devices required for
the use of services. For the purposes of delivery, Elisa processes the Data



Subject’s Personal Data (e.g. name), contact details (e.g. delivery address,
contact number), service data (e.g. service selection), customer events (e.g.
debt and prepayment information) and customer identifiers (e.g. customer
number).

3.3.1.4. management of contracts and other documents associated with
contracts. Elisa processes the Data Subject’s Personal Data (e.g. name, ID
code), customer identifiers (e.g. customer number), consumption data (e.g.
contract number), customer events (e.g. invoice number), service identifiers
(e.g. mobile phone number) and device identifiers (e.g. IMEI) in order to
manage contracts and other documents associated with contracts.

3.3.1.5. guaranteeing the functioning and quality of services. Elisa may
process all of the Data Subject’s Personal Data in order to guarantee the
functioning and quality of services.

3.3.1.6. forwarding notifications of service failures and elimination of
failures. Elisa may process all of the Data Subject’s data for forwarding
failure notifications and elimination of failures, depending on the failure.

3.3.1.7. serving the Data Subject, incl. maintenance of the Customer’s
device. Elisa may process all of the Data Subject’s Personal Data in order
to serve the Data Subject, depending on the service situation.

3.3.1.8. preparing and sending invoices for the Data Subject. Elisa processes
the Data Subject’s Personal Data, contact details (e.g. service consumption
address), invoicing data (e.g. invoicing address), consumption data,
customer events (e.g. prepayment, debt information), customer identifiers
(e.g. customer number, reference number), service identifiers (e.g. service
number, mobile phone number, landline number) and device identifiers (e.g.
IMEI) to prepare and send invoices to the Data Subject.

3.3.1.9. verification/updating of the Data Subject’s Personal Data,
correction of Personal Data, if necessary. Elisa processes the Data
Subject’s Personal Data and contact details and sends queries to the
Population Register if necessary in order to verify/update and correct the
Personal Data.

3.3.1.10.debt collection. Elisa processes the Data Subject’s Personal Data (e.g.
name, ID code), contact details (e.g. contact address, e-mail address and
contact number) and customer identifiers (e.g. customer number) in order
to collect debts.

3.3.1.11.assignment of debts. Elisa processes the Data Subject’s Personal Data
(e.g. name, ID code), contact details (e.g. contact address, e-mail address
and contact number) and contract and invoice data in order to assign debts.

3.3.1.12.preparing and sending legal claims to court. Elisa processes the Data
Subject’s personal, identifiable data (e.g. document copy), contact and
invoicing data, consumption data, customer events (e.g. invoice data,
payment history, debt and prepayment information), customer identifiers
(e.g. customer number), service identifiers and device identifiers (e.g. IMEI
code) in order to prepare legal claims.



3.3.2. Elisa processes Personal Data on the basis of the Data Subject’s consent.
Elisa processes Personal Data on the basis of the consent of the Data Subject
only to the extent and for the purposes to which the Data Subject has
consented. The consent of the Data Subject must be clearly distinguishable
from other issues, in a format that is understandable and easily accessible and
in a clear and simple language. The Data Subject gives their voluntary,
specific, informed and unambiguous consent by, for example, ticking a box
in the contract or in the self-service. Elisa processes Personal Data on the
basis of the Data Subject’s consent for the following purposes:

3.3.2.1. direct marketing, incl. profiling for marketing purposes. Elisa
prepares the marketing profiles of Customers in order to offer the
services/products of Elisa and Elisa’s Partners to the Data Subjects. Based
on the marketing profiles, Elisa e-mails the innovative service and/or
product offers of Elisa and Elisa’s Partners to Customers. Additional
information on direct marketing principles, incl. the marketing profile, can
be found in “Elisa’s Marketing Policy”.

3.3.2.2. use of cookies. Elisa uses cookies in order to improve the website user
experience, evaluate the use of the website and support the marketing of
Elisa’s services. Cookies are important for making Elisa’s online services
easier and more convenient, monitoring the use of the website and providing
better services to the Data Subject. Additional information on the use of
cookies can be found in the “Cookie Policy”.

3.3.3. Elisa processes Personal Data on the basis of legitimate interest. Legitimate
interest means Elisa’s interest to process Personal Data in association with
the company’s business operations in order to offer its Customers the best
services and customer service. Elisa processes Personal Data on the basis of
legitimate interest only if, after thorough analysis of the legitimate interest, it
has been identified that the processing is necessary and in compliance with
the rights and interests of the Data Subject. Elisa processes Personal Data on
the basis of legitimate interest for the following purposes:

3.3.3.1. assessment of the creditworthiness of the Data Subject. Assessing the
creditworthiness of the Data Subject is necessary to guarantee a customer
relationship based on trust and the performance of the due diligence
obligation of Elisa. Elisa sends queries to e-Krediidiinfo and analyses the
Data Subject’s profile in relation to the assessment of creditworthiness.
Additional information on the logic of the assessment of creditworthiness,
its importance and the expected consequences can be found in the “Elisa’s
Credit Policy”.

3.3.3.2. creation of additional and better options for using services (service
development). Elisa processes the Data Subject’s Personal Data (e.g. name,
language of communication), contact details (e.g. e-mail address, contract
number), consumption data and customer events (e.g. data obtained from
market research) in order to offer the Customer additional and better options
for using services.



https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf
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https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-kupsiste-kasutamise-pohimotted
https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-eesti-krediidipohimotted
https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-eesti-krediidipohimotted
https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-eesti-krediidipohimotted
https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-eesti-krediidipohimotted
https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-eesti-krediidipohimotted
https://www.elisa.ee/et/elisast/teenuste-tingimused-ja-hinnakiri/elisa-eesti-krediidipohimotted

3.3.3.3. guaranteeing better customer service and customer satisfaction.
Elisa records service calls and assesses them in order to provide excellent
customer service to its Customers. Elisa carries out satisfaction surveys and
polls by e-mail and telephone in order to understand what the Customers
expect of the services and customer service of Elisa and analyses the
feedback in order to provide better customer service and services to the
Customers. Elisa processes the Data Subject’s Personal Data (e.g. name and
language of communication) and contact details (e.g. e-mail address,
contact number) in order to guarantee customer satisfaction. Additional
information on satisfaction polls and calls can be found in the “Policy for
Satisfaction Polls and -Calls” and information on the processing of service
calls can be found in the“Policy for Processing Call Records”.

3.3.3.4. direct marketing, incl. profiling for marketing purposes. Elisa
prepares marketing profile(s) of its Customers in order to offer the newest
or perfected services/products to the Data Subject and thereby improve
customer satisfaction. Based on the marketing profile, Elisa makes sales
offers to the Customers by telephone and e-mails offers of products or
service solutions similar to the products or services used by the Customers
to the Customers. Additional information on direct marketing principles,
incl. the marketing profile, can be found in “Elisa’s Marketing Policy”.

3.3.3.5. organisation of campaigns. Elisa organises marketing campaigns to
offer new and additional options for using services to the Customer. Elisa
analyses the Data Subject’s customer events (e.g. data obtained from market
research), service and device selections and consumption data in order to
organise marketing campaigns.

3.3.3.6. use of surveillance equipment (video recording). Elisa uses video
recording at its points of sale to protect persons and property. Additional
information on the use of surveillance equipment can be found in the
“Surveillance Policy”.

3.3.3.7. guaranteeing the security of the electronic communications network
and information. For example, prevention of access to the electronic
communications network, guaranteeing the security of the website. Elisa
may process all of the Data Subject’s data for said purposes depending on
the situation.

3.3.4. Elisa process Personal Data for the performance of its obligations arising

from law, e.g. guaranteeing number portability, entering into Mobile ID
contracts and responding to the queries of state authorities. Elisa processes
the Data Subject’s Personal Data (e.g. name, ID code) and customer identifier
(e.g. customer number) in order to guarantee number portability. Elisa
processes the Data Subject’s Personal Data, identifiable data (e.g. number of
the identity document and facial image), contact details (e.g. contact address),
invoicing data (e.g. invoicing address) in order to prepare and enter into
Mobile ID contracts. Elisa may process all of the Data Subject’s Personal
Data in order to respond to state authorities, depending on the query of the
authority.
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https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/ELISA_KONE_SALVESTAMISE_POHIMOTTED.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/ELISA_KONE_SALVESTAMISE_POHIMOTTED.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf
https://www.elisa.ee/files/elisast/tingimused-ja-hinnakirjad/mobiilside-teenused/andmekaitse/elisa_turunduse_pohimotted_v2.pdf
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3.4. DISCLOSURE AND TRANSFER OF PERSONAL DATA TO THIRD
PARTIES

3.4.1. Elisa discloses Personal Data to third parties only to the extent necessary for
achievement of the objectives specified in clause 3.3.
3.4.2. Elisa discloses or transmits Personal Data to:
3.4.2.1. the contractual (authorised persons) or legal representative (guardians)
of the Data Subject;
3.4.2.2. on the basis of the Data Subject’s request, another Controller (e.g. upon
implementation of the right to transmit data);
3.4.2.3. data processing registers (e-Krediidiinfo in the case of debts, the number
booking database (NBA) in the case of number portability).
3.4.2.4. Elisa’s Processors: - service distributors
- call centres (answering the calls of customers)
- service partners (sending out satisfaction questionnaires)
- device maintenance centres (maintenance and repairs of the devices of
customers)
- suppliers (delivery of cards and devices required for contracts and the use of
services)
- Invoice centres (preparation and issue of invoices)
- roaming partners (resolution of the issues and complaints of Customers)
- marketing partners (sending out advertising offers)
- archiving centre (archiving contracts and other documents associated with
contracts)
- debt collectors
- managers and developers of data processing systems
- subcontractors (construction of communications structures), only the
Personal Data of Partners are sent
- other Controllers (certification service providers, insurance companies,
special rate and M-payment service providers)
- when assigning claims to a new creditor
3.4.2.5. other Controllers (e.g. certification service providers, insurance
companies, special rate and M-payment service providers) for the
performance of contracts
3.4.2.6. State authorities:
- investigative bodies, surveillance authorities, the Prosecutor's Office and
courts pursuant to the Code of Criminal Procedure
- security authorities
- the Data Protection Inspectorate, the Financial Supervision Authority, the
Environmental Inspectorate, the Police and Border Guard Board, the
Security Police Board and the Tax and Customs Board pursuant to the Code
of Misdemeanour Procedure
- the Financial Supervision Authority pursuant to the Securities Market Act
- the court pursuant to the Code of Civil Procedure



the surveillance authority in the cases stipulated in the Defence Forces
Organisation Act, the Taxation Act, the Police and Border Guard Act, the
Weapons Act, the Strategic Goods Act, the Customs Act, the Witness
Protection Act, the Security Act, the Imprisonment Act and the Aliens Act
to surveillance and security authorities and their supervisory authorities and
the court pursuant to the Electronic Communications Act

in the cases arising from other legislation on the grounds and pursuant to
the procedure stipulated therein

3.5. RIGHTS OF DATA SUBJECT

3.6.

3.5.1.

3.5.2.

3.5.3.

The Data Subject has the right to review the information specified in Articles
15(1) and (2) of the Regulation.

Elisa will make the information specified in Articles 15(1) and (2) of the
Regulation accessible to the Data Subject via this document and the self-
service environment.

The Data Subject has the right to demand correction of Personal Data.

3.5.3.1. The Data Subject can correct the data themselves in the self-service

3.5.4.

3.5.5.

3.5.6.

3.5.7.

environment or on the basis of a request.
The Data Subject has the right to have their Personal Data deleted (“the right
to be forgotten”™).
The Data Subject has the right to restrict the processing of their Personal
Data.
The Data Subject has the right to receive information about the Personal Data
concerning them that they have submitted to the Controller and the right to
send these data to another controller (the right to transfer data).
The Data Subject has the right to file objections at any time to the processing
of their Personal Data, which is necessary in the case of legitimate interest,
including in respect of Profiling based on legitimate interest.

RETENTION OF PERSONAL DATA

3.6.1.

3.6.2.
3.6.3.

3.6.4.

3.6.5.

3.6.6.

Elisa retains Personal Data for as long as necessary for the purposes of
processing, but no longer than the limitation period required by law.

Elisa retains video recordings according to the Surveillance Policy.

Elisa retains call recordings according to the Policy for Processing Call
Records.

Elisa retains service and location data according to the Electronic
Communications Act.

If Elisa wants to retain personal data for longer than is necessary for the
purposes of the collection of data, Elisa anonymises the personal data in such
a way that the Data Subject can no longer be identified.

Elisa retains the Personal Data processed on the basis of consent until the
consent is withdrawn.
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3.7. EXERCISE OF RIGHTS AND SUBMISSION OF REQUESTS

3.7.1.

3.7.2.

3.7.3.

3.7.4.

3.7.5.

A request for the correction, deletion, transfer or restriction of data processing
or an objection to processing must be signed and sent to a point of sale of
Elisa or digitally signed and e-mailed to andmekaitse@elisa.ee. In order to
transfer the Personal Data concerning the Data Subject, the Data
Subject must fill in a request that can be found here.

Elisa will respond to the requests and objections filed by the Data Subject
within one month of receipt of the request or objection. Said period may
be extended by two months if necessary, considering the complexity and
quantity of the requests or objections. Elisa will notify the Data Subject of
the extension of the response deadline and the reasons for the delay within a
month of receiving the request or objection. If the Data Subject submits the
request or objection electronically, the response will also be sent
electronically, unless otherwise requested by the Data Subject.

Elisa has the right to reject the Data Subject’s request to exercise their rights
if Elisa cannot identify the Data Subject (e.g. in the case of Prepaid Card
Users).

If Elisa does not implement measures according to the Data Subject’s
requests and objections, Elisa will notify the Data Subject of the reasons for
not taking the measures within one month of receiving the request or
objection and explain the option to file a complaint with the supervisory
authority and use legal remedies.

The Data Subject has the right to file a complaint with Elisa, the Data
Protection Inspectorate or a court if the Data Subject finds that their rights
have been breached upon Personal Data processing. The contact details of the
Data Protection Inspectorate (hereinafter referred to as the DPI) can be found
on the website of the DPI at www.aki.ee.

4. MISCELLANEQOUS

4.1.

4.2.

Elisa has the right to update, clarify and amend this Data Protection Policy at any
time based on changes in legislation, telecommunications practices and the services
provided by Elisa.

This Privacy Policy will enter into force on 31 October 2019.
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